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(g) Synchronous remote data duplexing. 

(57) A remote data shadowing system provides 
synchronous, storage based, real time disaster 
recovery wherein a secondary site is located 
remote from the primary site. An error recovery 
program at the primary site quiesces appli- 
cations running thereat for performing error 
recovery procedures and signalling both prim- 
ary and secondary locations that failed duplex 
has occurred. The error recovery program de- 
termines the cause of failed duplex, and if error 
recovery is successful, duplex mode is re- 
sumed. If the error recovery program is unable 
to perform error recovery successfully, then 
further write updates at the primary site are 
prohibited and an error message is communi- 
cated to operators at both the primary and 
secondary sites. 
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The present invention relates generally to disas- 
ter recovery techniques in data processing systems, 
and more particularly, to a system for real-time re- 
mote copying of direct access storage device (DASD) 
data. 

Data processing systems, in conjunction with 
processing data, typically are required to store large 
amounts of data (or records), which data can be effi- 
ciently accessed, modified, and re-stored. Data stor- 
age is typically separated into several different levels, 
or hierarchically, in order to provide efficient and cost 
effective data storage. A first, or highest level of data 
storage involves electronic memory, usually dynamic 
or static random access memory (DRAM or SRAM). 
Electronic memories take the form of semiconductor 
integrated circuits wherein millions of bytes of data 
can be stored on each circuit, with access to such 
bytes of data measured in nano-seconds. The elec- 
tronic memory provides the fastest access to data 
since access is entirely electronic. 

A second level of data storage usually involves di- 
rect access storage devices (DASD). DASD storage, 
for example, can comprise magnetic and/or optical 
disks, which store bits of data as micrometer sized 
magnetic or optical altered spots on a disk surface for 
representing the "ones" and "zeros" that make up 
those bits of the data. Magnetic DASD, includes one 
or more disks that are coated with remnant magnetic 
material. The disks are rotatably mounted within a 
protected environment Each disk is divided into many 
concentric tracks, or closely spaced circles. The data 
is stored serially, bit by bit, along each track. An ac- 
cess mechanism, known as a head disk assembly 
(HDA), typically includes one or more read/write 
heads, and is provided in each DASD for moving 
across the tracks to transfer the data to and from the 
surface of the disks as the disks are rotated past the 
read/write heads. DASDs can store giga-bytes of data 
with the access to such data typically measured in 
milli-seconds (orders of magnitudes slower than elec- 
tronic memory). Access to data stored on DASD is 
slower due to the need to physically position the disk 
and HDA to the desired data storage location. 

Athird or lower level of data storage includes tape 
and/or tape and DASD libraries. At this storage level, 
access to data is much slower in a library since a robot 
is necessary to select and toad the needed data stor- 
age medium. The advantage is reduced cost for very 
large data storage capabilities, for example, tera- 
bytes of data storage. Tape storage is often used for 
back-up purposes, that is, data stored at the second 
level of the hierarchy is reproduced for safe keeping 
on magnetic tape. Access to data stored on tape 
and/or in a library is typically measured in seconds. 

Having a back-up data copy is mandatory for 
many businesses as data loss could be catastrophic 
to the business. The time required to recover data lost 
at the primary storage level Is also an important re- 



covery consideration. An improvement in speed over 
tape or library back-up, includes dual copy. An exam- 
ple of dual copy involves providing additional DASD's 
so that data is written to the additional DASDs (some- 

5 times referred to as mirroring). Then if the primary 
DASDs fail, the secondary DASDs can be depended 
upon for data. A drawback to this approach is that the 
number of required DASDs is doubled. 

Another data back-up alternative that overcomes 

10 the need to provide double the storage devices in- 
volves writing data to a redundant array of inexpen- 
sive devices (RAID) configuration. In this instance, 
the data is written such that the data is apportioned 
amongst many DASDs. If a single DASD fails, then 

15 the lost data can be recovered by using the remaining 
data and error correction procedures. Currently there 
are several different RAID configurations available. 

The aforementioned back-up solutions are gen- 
erally sufficient to recover data in the event that a 

20 storage device or medium fails. These back-up meth- 
ods are useful only for device failures since the sec- 
ondary data is a mirror of the primary data, that is, the 
secondary data has the same volume serial numbers 
(VOLSERs) and DASD addresses as the primary 

25 data. System failure recovery, on the other hand, is 
not available using mirrored secondary data. Hence 
still further protection is required for recovering data 
if a disaster occurs destroying the entire system or 
even the site, for example, earthquakes, fires, explo- 

30 sions, hurricanes, etc. Disaster recovery requires that 
the secondary copy of data be stored at a location re- 
mote from the primary data. A known method of pro- 
viding disaster protection is to back-up data to tape, 
on a daily or weekly basis, etc. The tape is then picked 

35 up by a vehicle and taken to a secure storage area 
usually some kilometers away from the primary data 
location. A problem is presented in this back-up plan 
in that it could take days to retrieve the back-up data, 
and meanwhile several hours or even days of data 

40 could be lost, or worst, the storage location could be 
destroyed by the same disaster. A somewhat im- 
proved back-up method would be to transmit data to 
a back-up location each night This allows the data to 
be stored at a more remote location. Again, some data 

45 may be lost between back-ups since back-up does 
not occur continuously, as in the dual copy solution. 
Hence, a substantial amount of data could be lost 
which may be unacceptable to some users. 

More recently introduced data disaster recovery 

so solutions include remote dual copy wherein data is 
backed-up not only remotely, but also continuously. In 
order to communicate duplexed data from one host 
processor to another host processor, or from one stor- 
age controller to another storage controller, or some 

55 combination thereof, a substantial amount of control 
data is required for realizing the process. A high over- 
head, however, can interfere with a secondary site's 
ability to keep up with a primary site's processing, 
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thus threatening the ability of the secondary site to be 
able to recover the primary in the event a disaster oc- 
curs. 

Accordingly it is desired to provide a method and 
apparatus for providing a real time update of data 
consistent with the data at a primary processing loca- 
tion using minimal control data, wherein the method 
and apparatus operates independently of the partic- 
ular application data being recovered, that is, generic 
storage media based rather than specific application 
data based. 

It is therefore an aim of the present invention to 
provide an improved design and method for shadow- 
ing write updates at a primary site to a secondary site. 

According to a first aspect of the present inven- 
tion, a method for providing remote data shadowing 
includes a primary site having a primary processor 
coupled to a primary storage subsystem, wherein the 
primary processor runs at least one application caus- 
ing I/O write updates to the primary storage subsys- 
tem. The primary processor further having an I/O er- 
ror recovery program (I/O ERP) running therein. A 
secondary site includes a secondary processor cou- 
pled to a secondary storage subsystem, the second- 
ary site synchronously shadowing the write updates 
and the secondary storage subsystem communicat- 
ing with the I/O ERP. The method includes sending 
write updates from the primary storage subsystem to 
the. secondary storage subsystem, and determining 
whether a duplex pair is established between the pri- 
mary and secondary storage subsystems. Afailed du- 
plex pair is reported from the primary storage subsys- 
tem to the primary processor. The primary processor 
transfers control from the at least one application to 
the I/O ERP when failed duplex occurs, the I/O ERP 
determining a cause of the failed duplex, and sending 
a failed duplex message to the secondary storage 
subsystem. 

In another aspect of the present invention, a re- 
mote data duplexing system includes a primary site 
and a secondary site, wherein the secondary site re- 
ceives write updates from the primary site for data 
back-up. The secondary site is located sufficiently re- 
mote from the primary site that in the event that a dis- 
aster occurs disabling the primary site, the secondary 
site can provide real time data availability. A primary 
processor at the primary site runs at least one appli- 
cation that causes write I/O updates, and a primary 
storage subsystem is connected thereto for receiving 
and storing the write I/O updates. A secondary proc- 
essor is located at the secondary site and is coupled 
to the primary processor by a data link. A secondary 
storage subsystem, also at the secondary site, is cou- 
pled to the secondary processor and further coupled 
to the primary storage subsystem via communication 
links, the secondary storage subsystem providing a 
storage based duplex pair for back-up of the write I/O 
updates wherein the write I/O updates are written to 
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the secondary storage subsystem in the order re- 
ceived. I/O and error recovery in the primary proces- 
sor is coupled to the secondary storage subsystem 
for providing error recovery if a failed duplex occurs. 
5 In a further aspect of the invention there is pro- 

vided a primary data processing system including an 
I/O recovery program for connection to a secondary 
data processing system to thereby form a remote data 
duplexing system. 
10 An embodiment of the invention will now be de- 
scribed, by way of example only, with reference to the 
accompanying figures in which: 

FIG. 1 is a block diagram of a disaster recovery 
system having synchronous remote data shadowing 
15 capabilities. 

FIG. 2 is a flow diagram of a method for providing 
synchronous remote copy according to the disaster 
recovery system of FIG. 1. 

FIG. 3 is a flow diagram of a method of an I/O er- 
20 ror recovery program (I/O ERP) operation. 

FIG. 4 is a block diagram of a disaster recovery 
system having asynchronous remote data shadowing 
capabilities. 

FIG. 5 is a data format diagram showing a prefix 
25 header that pref bees read record sets from the pri- 
mary site of FIG. 4. 

FIG. 6 is a data format diagram describing fields 
making up a read record set 

FIG. 7 is a state table identifying volume conf ig- 
30 uration information. 

FIG. 8 is a master journal as used by the second- 
ary site of FIG. 4. 

FIG. 9 is an example sequence for forming a con- 
sistency group. 
35 FIG. 10 is a flow diagram showing a method of 
collecting information and read record sets for form- 
ing consistency groups. 

FIG. 11 is a flow diagram showing a method of 
forming consistency groups. 
40 FIG. 1 2 is a table indicating full consistency group 
recovery rules application for an ECKD architecture 
device for a given sequence of I/O operations to a 
DASD track. 

FIG. 13 is a description of the rules to be used in 
45 the table of FIG. 12. 

FIG. 14 is a flow diagram of a method of writing 
read record set copies to a secondary site with full 
consistency group recovery capability. 

A typical data processing system may take the 
so form of a host processor, such as an IBM System/360 
or IBM System/370 processor for computing and ma- 
nipulating data, and running, for example, data facility 
storage management subsystem/multiple virtual sys- 
tems (DFSMS/MVS) software, having at least one 
55 IBM 3990 storage controller attached thereto, the 
storage controller comprising a memory controller 
and one or more cache memory types incorporated 
therein. The storage controller is further connected to 
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a group of direct access storage devices (DASDs) 
such as IBM 3380 or 3390 DASDs. While the host 
processor provides substantial computing power, the 
storage controller provides the necessary functions 
to efficiently transfer, stage/destage, convert and 
generally access large databases. ■ 

Disaster recovery protection for the typical data 
processing system requires that primary data stored 
on primary DASDs be backed-up at a secondary or 
remote location. The distance separating the primary 
and secondary locations depends upon the level of 
risk acceptable to the user, and can vary from several 
kilometers to thousands of kilometers. The second- 
ary or remote location, in addition to providing a back- 
up data copy, must also have enough system informa- 
tion to take over processing for the primary system 
should the primary system become disabled. This is 
due in part because a single storage controller does 
not write data to both primary and secondary DASD 
strings at the primary and secondary sites. Instead, 
the primary data is stored on a primary DASD string 
attached to a primary storage controller while the 
secondary data is stored on a secondary DASD string 
attached to a secondary storage controller. 

The secondary site must not only be sufficiently 
remote from the primary site, but must also be able 
to back-up primary data in real time. The secondary 
site needs to back-up primary data as the primary 
data is updated with some minimal delay. Additional- 
ly, the secondary site has to back-up the primary data 
regardless of the application program (e.g., IMS, 
DB2) running at the primary site and generating the 
data and/or updates. A difficult task required of the 
secondary site is that the secondary data must be or- 
der consistent, that is, secondary data is copied in the 
same sequential order as the primary data (sequen- 
tial consistency) which requires substantial systems 
considerations. Sequential consistency is complicat- 
ed by the existence of multiple storage controllers 
each controlling multiple DASDs in a data processing 
system. Without sequential consistency, secondary 
data inconsistent with primary data would result, thus 
corrupting disaster recovery. 

Remote data duplexing falls into two general cat- 
egories, synchronous and asynchronous. Synchron- 
ous remote copy involves sending primary data to the 
secondary location and confirming the reception of 
such data before ending a primary DASD input/output 
(I/O) operation (providing a channel end (CE) and de- 
vice end (DE) to the primary host). Synchronous 
copy, therefore, slows the primary DASD I/O re- 
sponse time while waiting for secondary confirma- 
tion. Primary I/O response delay is increased propor- 
tionately with the distance between the primary and 
secondary systems - a factor that limits the remote 
distance to tens of kilometers. Synchronous copy, 
however, provides sequentially consistent data at the 
secondary site with relatively little system overhead. 



Asynchronous remote copy provides better pri- 
mary application system performance because the 
primary DASD I/O operation is completed (providing 
a channel end (CE) and device end (DE) to the pri- 

5 mary host) before data is confirmed at the secondary 
site. Therefore, the primary DASD I/O response time 
is not dependent upon the distance to the secondary 
site and the secondary site could be thousands of 
kilometers remote from the primary site. A greater 

10 amount of system overhead is required, however, for 
ensuring data sequence consistency since data re- 
ceived at the secondary site will often not be in order 
of the primary updates. A failure at the primary site 
could result in some data being lost that was in transit 

15 between the primary and secondary locations. 

Synchronous real time remote copy for disaster 
recovery requires that copied DASD volumes form a 
set. Forming such a set further requires that a suffi- 
cient amount of system information be provided to the 

20 secondary site for identifying those volumes compris- 
ing each set and the primary site equivalents (VOLS- 
ERs). Importantly, the secondary site forms a "duplex 
pair" with the primary site and the secondary site 
must recognize when one or more volumes are out of 

25 sync with the set, that is, "failed duplex" has occurred. 
Connect failures are more visible in synchronous re- 
mote copy than in asynchronous remote copy be- 
cause the primary DASD I/O is delayed while alter- 
nate paths are retried. The primary site can abort or 

30 suspend copy to allow the primary site to continue 
while updates for the secondary site are queued, the 
primary site marking such updates to show the sec- 
ondary site is out of sync. Recognizing exception con- 
ditions that may cause the secondary site to fall out 

35 of sync with the primary site is needed in order that 
the secondary site be available at any time for disas- 
ter recovery. Error conditions and recovery actions 
must not make the secondary site inconsistent with 
the primary site. 

40 Maintaining a connection between the secondary 
site and the primary site with secondary DASD pres- 
ent and accessible, however, does not ensure content 
synchronism. The secondary site may lose synchron- 
ism with the primary site for a number of reasons. The 

45 secondary site is initially out of sync when the duplex 
pair is being formed and reaches sync when an initial 
data copy is completed. The primary site may break 
the duplex pair if the primary site is unable to write up- 
dated data to the secondary site in which case the pri- 

so mary site writes updates to the primary DASD under 
suspended duplex pair conditions so that the updat- 
ing application can continue. The primary site is thus 
running exposed, that is, without current disaster pro- 
tection copy until the duplex pair is restored. Upon re- 

55 storing the duplex pair, the secondary site is not im- 
mediately in sync. After applying now pending up- 
dates, the secondary site returns to sync. The pri- 
mary site can also cause the secondary site to lose 
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sync by issuing a suspend command for that volume 
to the primary DASD. The secondary site re-syncs 
with the primary site after the suspend command is 
ended, duplex pair is re-established, and pending up- 
dates are copied. On-line maintenance can also 
cause synchronization to be lost. 

When a secondary volume is out of sync with a 
primary volume, the secondary volume is not useable 
for secondary system recovery and resumption of pri- 
mary applications. An out-of-sync volume at the sec- 
ondary site must be identified as such and secondary 
site recovery-takeover procedures need to identify 
the out-of-sync volumes for denying application ac- 
cess (forcing the volumes off-line or changing their 
VOLSERs). The secondary site may be called upon 
to recover the primary site at any instant wherein the 
primary site host is inaccessible - thus the secondary 
site requires all pertinent information about a sync 
state of all volumes. The secondary storage subsys- 
tem, that is the secondary storage controllers and 
DASD, is unable to determine all conditions causing 
the primary site to break synchronism due to primary 
site-encountered exceptions. For example, the pri- 
mary site may break a duplex pair if the primary site 
is unable to access the secondary peer due to a pri- 
mary I/O path or link failure that the secondary site is 
unaware of. In this case the secondary site shows in- 
sync state while the primary site indicates the duplex 
pair is broken. 

External communication may notify the second- 
ary site that an out-of-sync duplex pair volume exists. 
This is realizable by employing a user systems man- 
agement function. Primary I/O operations end with 
channel end/device end/unit check (CE/DE/UC) sta- 
tus and sense data indicates the nature of the error. 
With this form of I/O configuration an error recovery 
program (ERP) processes the error and sends an ap- 
propriate message to the secondary processor before 
posting the primary application that I/O is complete. 
The user is then responsible to recognize the ERP 
suspend duplex pair message and secure that infor- 
mation at the secondary location. When the second- 
ary site is depended upon to become operational in 
place of the primary site, a start-up procedure brings 
the secondary DASD on-line to the secondary host 
wherein sync status stored in the secondary DASD 
subsystem is retrieved for ensuring that out-of-sync 
volumes are not brought on-line for application alloca- 
tion. This sync status merged with all ERP suspend 
duplex pair messages gives a complete picture of the 
secondary out-of-sync volumes. 

Referring now to FIG. 1 , a disaster recovery sys- 
tem 10 is shown having a primary site 14 and a sec- 
ondary site 15, wherein the secondary site 15 is lo- 
cated, for example, 20 kilometers remote from the pri- 
mary site 14. The primary site 14 includes a host proc- 
essor or primary processor 1 having an application 
and system I/O and Error Recovery Program 2 run- 



ning therein (hereinafter referred to as I/O ERP 2). 
The primary processor 1 could be, for example, an 
IBM Enterprise Systems/9000 (ES/9000) processor 
running DFSMS/MVS operating software and further 
5 may have several application programs running 
thereon. A primary storage controller 3, for example, 
an IBM 3990 Model 6 storage controller, is connected 
to the primary processor 1 via a channel 12. As is 
known in the art, several such primary storage con- 
to trailers 3 can be connected to the primary processor 
1 , or alternately, several primary processors 1 can be 
attached to the primary storage controllers 3. A pri- 
mary DASD 4, for example, an IBM 3390 DASD, is 
connected to the primary storage controller 3. Sever- 
15 al primary DASDs 4 can be connected to the primary 
storage controller 3. The primary storage controller 3 
and attached primary DASD 4 form a primary storage 
subsystem. Further, the primary storage controller 3 
and the primary DASD 4 could be a single integral 
20 unit 

The secondary site 15 includes a secondary 
processor 5. for example, an IBM ES/9000, connect- 
ed to a secondary storage controller 6, for example an 
IBM 3990 Model 3, via a channel 13. ADASD 7 isfur- 

25 ther connected to the secondary storage controller 6. 
The primary processor 1 is connected to the second- 
ary processor 5 by at least one host-to-host commu- 
nication link 11, for example, channel links or tele- 
phone T1/T3 line links, etc. The primary processor 1 

30 may also have direct connectivity with the secondary 
storage controller 6 by, for example, multiple Enter- 
prise Systems Connection (ESCON) links 9. As a re- 
sult, the I/O ERP 2 can communicate, if required, with 
the secondary storage controller 6. The primary stor- 

35 age controller 3 communicates with the secondary 
storage controller 6 via multiple peer-to-peer links 8, 
for example, multiple ESCON links. 

When a write I/O operation is executed by an ap- 
plication program running in the primary processor 1, 

40 a hardware status channel end/device end (CE/DE) is 
provided indicating the I/O operation completed suc- 
cessfully. Primary processor 1 operating system 
software marks the application write I/O successful 
upon successful completion of the I/O operation, thus 

45 permitting the application program to continue to a 
next write I/O operation which may be dependent 
upon the first or previous write I/O operation having 
successfully completed. On the other hand, if the 
write I/O operation was unsuccessful, the I/O status 

so of channel end/device end/unit check (hereinafter re- 
ferred to as CE/DE/UC) is presented to the primary 
processor 1 operating system software. Having pre- 
sented unit check, the I/O ERP 2 takes control obtain- 
ing specific sense information from the primary stor- 

55 age controller 3 regarding the nature of the failed 
write I/O operation. If a unique error to a volume oc- 
curs then a unique status related to that error is pro- 
vided to the I/O ERP 2. The I/O ERP 2 can thereafter 
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perform new peer-to-peer synchronization error re- 
covery for maintaining data integrity between the pri- 
mary storage controller 3 and the secondary storage 
controller 6, or in the worst case, between the primary 
processor 1 and the secondary processor 5. 5 

Referring to FIGs 2 and 3, the error recovery pro- 
cedure is set forth. In FIG. 2, a step 201 includes an 
application program running in the primary processor 
1 sending a data update to the primary storage con- 
troller 3. At step 203 the data update is written to the 10 
primary DASD 4, and the data update is shadowed to 
the secondary storage controller 6. At step 205 the 
duplex pair status is checked to determine whether 
the primary and secondary sites are synchronized. If 
the duplex pair status is in a synchronized state, then 15 
the data update is written to the secondary DASD 7 
at step 207 while processing then continues at the pri- 
mary processor 1 via application programs running 
thereat. 

In the case that the duplex pair is in a •failed" 20 
state, then at step 209 the primary storage controller 
3 notifies the primary processor 1 that duplex pair 
has suspended or failed. The duplex pair can become 
"failed" due to communication failure between the pri- 
mary storage controller 3 and the secondary storage 25 
controller 6 via communication links 8. Alternatively, 
duplex pair can become "failed" due to errors in either 
the primary or secondary subsystem. If the failure is 
in the communication links 8, then the primary stor- 
age controller 3 is unable to communicate the failure 30 
directly to the secondary storage controller 6. At step 
211 the primary storage controller 3 returns I/O sta- 
tus CE/DE/UC to the primary processor 1. The I/O 
ERP 2 quiesces the application programs hence tak- 
ing control of the primary processor 1 at step 213 for 35 
error recovery and data integrity before returning 
control to the application requesting the write I/O op- 
eration. 

FIG. 3 represents steps performed by the I/O 
ERP 2. The I/O ERP 2 issues a sense I/O to the pri- 40 
mary storage controller 3 at step 221. The sense I/O 
operation returns information describing the cause of 
the I/O error, that is, the data description information 
is unique to the storage controllers or duplex pair op- 
eration regarding specific errors. In the event that the 45 
data description information indicates that the peer- 
to-peer communication links 8 have failed between 
the primary storage controller 1 and the secondary 
storage controller 6, then at step 223 the I/O ERP 2 
issues a storage controller level I/O operation against so 
the primary storage controller 3 and the secondary 
storage controller 6 indicating that the affected vol- 
ume is to be placed in failed synchronous remote copy 
state. This secondary storage controller 6 Is able to 
receive the state of the affected volume from the I/O 55 
ERP 2 via the - multiple ESCON links 9 or the host- 
to-host communication link 11. Consequently, the 
current status of the duplex pair operation is main- 
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tained at both the primary processor 1 and the sec- 
ondary processor 5 in conjunction with applications 
running in the primary processor 1 . Consoles 18 and 
19 are provided for communicating information from 
the primary processor 1 and secondary processor 4, 
respectively, wherein the I/O ERP posts status infor- 
mation to both consoles 18 and 19. 

Data integrity has been maintained at step 225 
upon successful completion of the failed synchron- 
ous remote copy I/O operation to the primary storage 
controller 3 and the secondary storage controller 6. 
Therefore, if a recovery is attempted at the second- 
ary site 15 the secondary storage controller 6 identi- 
fies the volume marked "failed synchronous remote 
copy" as not being useable until data on that volume 
are synchronized with other data in that synchroniza- 
tion group by data recovery means (conventional 
data base logs and/or journals for determining the 
state of that data on the volume). 

Step 227 tests to determine whether the I/O ERP 
2 received successful completion of the I/O opera- 
tions at the primary storage controller 3 and the sec- 
ondary storage controller 6 on the failed synchronous 
remote copy status update. Upon successful comple- 
tion, the I/O ERP 2 returns control to the Primary 
processor 1 at step 229. Otherwise step 231 per- 
forms a next level recovery notification which in- 
volves notifying an operator, via the console 18, of the 
failed volume and that a status of that volume at either 
the primary storage controller 3 or the secondary 
storage controller 6 may not be correct The notifica- 
tion is shadowed to the secondary site 15, via the con- 
sole 19 or a shared DASD data set, for indicating the 
specific volume status there. 

An error log recording data set is updated at step 
233. This update is written to either the primary DASD 
4 or some other storage location and is shadowed to 
the secondary site 1 5. Having completed the error re- 
covery actions, the I/O ERP 2, at step 235, posts to 
the primary application write I/O operation a "perma- 
nent error" for causing the primary application an er- 
ror normal "permanent error" recovery for the failed 
write I/O operation. Once the error is corrected, the 
volume states can be recovered, first to pending (re- 
copy changed data) and then back to full duplex. The 
data may later be re-applied to the secondary DASD 
7 once duplex pair is re-established. 

When establishing a duplex pair a volume can be 
identified as CRITICAL according to a customer's 
needs. For a CRITICAL volume, when an operation 
results in failing a duplex pair, a permanent error fail- 
ure of the primary volume is reported irrespective of 
the actual error's location. With CRIT=Y, all subse- 
quent attempts to write to the primary DASD 405 of 
the failed pair will receive a permanent error, ensuring 
that no data is written to that primary volume that can- 
not also be shadowed to the paired secondary vol- 
ume. This permits complete synchronization with the 
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primary application actions and the I/O data opera- 
tions when required. 

Consequently, the disaster recovery system 10 
described herein, introduces outboard synchronous 
remote copy such that a primary host process error 
recovery procedure having an I/O order (channel 
command word (CCW)) may change a status of a pri- 
mary and secondary synchronous remote copy vol- 
ume from duplex pair to failed duplex thereby main- 
taining data integrity for several types of primary and 
secondary subsystem errors. Storage based back- 
up, rather than application based back-up, wherein 
data updates are duplicated in real time has been pro- 
vided. The disaster recovery system 1 0 also attempts 
several levels of primary/secondary status updates, 
including: (1) primary and secondary storage control- 
ler volume status updates; (2) primary and secondary 
host processor notification on specific volume up- 
date status via operator messages or error log record- 
ing common data sets; and (3) CRITICAL volume in- 
dication, future updates to the primary volume can be 
prevented if the volume pair goes failed duplex. 
Hence, real time, full error disaster recovery is ac- 
complished. 

Asynchronous remote data shadowing is used 
when it is necessary to further increase a distance be- 
tween primary and secondary sites for reducing the 
probability that a single disaster will corrupt both pri- 
mary and secondary sites, or when primary applica- 
tion performance impact needs to be minimized. 
While the distance between primary and secondary 
sites can now stretch across the earth or beyond, the 
synchronization of write updates across multiple 
DASD volumes behind multiple primary subsystems 
to multiple secondary subsystems is substantially 
more complicated. Record write updates can be ship- 
ped from a primary storage controller via a primary 
data mover to a secondary data mover for shadowing 
on a secondary storage subsystem, but the amount of 
control data passed therebetween must be mini- 
mized while still being able to re-construct an exact 
order of the record write updates on the secondary 
system across several storage controllers as occur- 
red on the primary system across multiple DASD vol- 
umes behind several storage controllers. 

FIG. 4 depicts an asynchronous disaster recov- 
ery system 400 including a primary site 421 and a re- 
mote or secondary site 431. The primary site 421 in- 
cludes a primary processor 401, for example, an IBM 
ES/9000 running DFSMS/MVS host software. The 
primary processor 401 further includes application 
programs 402 and 403, for example, IMS and DB2 ap- 
plications, and a primary data mover (PDM) 404. A 
common sysplex clock 407 is included in the primary 
processor 401 for providing a common reference to all 
applications (402, 403) running therein, wherein all 
system clocks or time sources (not shown) synchron- 
ize to the sysplex clock 407 ensuring all time depend- 



ent processes are properly timed relative to one an- 
other. The primary storage controllers 406, for exam- 
ple, synchronize to a resolution appropriate to ensure 
differentiation between record write update times, 

5 such that no two consecutive write I/O operations to 
a single primary storage controller 404 can exhibit the 
same time stamp value. The resolution, and not the 
accuracy, of the sysplex timer 407 is critical. The 
PDM 404, though shown connected to the sysplex 

w timer 407, is not required to synchronize to the sys- 
plex timer 407 since write I/O operations are not gen- 
erated therein. A sysplex timer 407 is not required if 
the primary processor 401 has a single time refer- 
ence (for example, a single multi-processor ES/9000 

15 system). 

A plurality of primary storage controllers 405, for 
example, IBM 3990 Model 6 storage controllers, are 
connected to the primary processor 401 via a plurality 
of channels, for example, fiber optic channels. Con- 

20 nected to each primary storage controller 405 is at 
least one string of primary DASDs 406, for example, 
IBM 3390 DASDs. The primary storage controllers 
405 and the primary DASDs 406 form a primary stor- 
age subsystem. Each storage controller 405 and pri- 

25 mary DASD 406 need not be separate units, but may 
be combined into a single drawer. 

The secondary site 431, located for example, 
some thousands of kilometers remote from the pri- 
mary site 421, similar to the primary site 421, in- 

30 eludes a secondary processor 411 having a second- 
ary data mover (SDM) 414 operating therein. A plur- 
ality of secondary storage controllers 415 are con- 
nected to the secondary processor 411 via channels, 
for example, fiber optic channels, as is known in the 

35 art. Connected to the storage controllers 415 are a 
plurality of secondary DASDs 41 6 and a control infor- 
mation DASD(s) 417. The storage controllers 41 5 and 
DASDs 416 and 417 comprise a secondary storage 
subsystem. 

40 The primary site 421 communicates with the sec- 
ondary site 431 via a communication link 408. More 
specifically, the primary processor 401 transfers data 
and control information to the secondary processor 
41 1 by a communications protocol, for example, a vir- 

45 tual telecommunications access method (VTAM) 
communication link 408. The communication link 408 
can be realized by several suitable communication 
methods, including telephone (T1, T3 lines), radio, ra- 
dio/telephone, microwave, satellite, etc. 

so The asynchronous data shadowing system 400 

encompasses collecting control data from the pri- 
mary storage controllers 405 so that an order of all 
data writes to the primary DASDs 406 is preserved 
and applied to the secondary DASDs 416 (preserving 

55 the data write order across alt primary storage sub- 
system). The data and control information transmit- 
ted to the secondary site 431 , must be sufficient such 
that the presence of the primary site 421 is no longer 
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required to preserve data integrity. 

The applications 402, 403 generate data or re- 
cord updates, which record updates are collected by 
the primary storage controllers 405 and read by the 
PDM 404. The primary storage controllers 405 each 
grouped its respective record updates for an asyn- 
chronous remote data shadowing session and pro- 
vides those record updates to the PDM 404 via non- 
specific primary DASD 406 READ requests. Trans- 
ferring record updates from the primary storage con- 
trollers 405 to the PDM 404 is controlled and opti- 
mized by the PDM 404 for minimizing a number of 
START I/O operations yet maximizing an amount of 
data transferred between each primary storage con- 
troller 405 and the primary processor 401 . The PDM 
404 can vary a time interval between non-specific 
READs to control this primary storage controller- host 
optimization as well as a currency of the record up- 
dates for the secondary DASDs 416. 

Collecting record updates by the PDM 404, and 
transmitting those record updates to the SDM 414, 
while maintaining data integrity, requires the record 
updates to be transmitted for specific time intervals 
and in appropriate multiple time intervals with enough 
control data to reconstruct the primary DASDs 406 
record WRITE sequence across all primary storage 
subsystems to the secondary DASDs 416. Re-con- 
structing the primary DASDs 406 record WRITE se- 
quences is accomplished by passing self describing 
records from the PDM 404 to the SDM 414. The SDM 
414 inspects the self describing records for determin- 
ing whether any records for a given time interval have 
been lost or are incomplete. 

FIGs 5 and 6 show a journal record format creat- 
ed by the PDM 404 for each self describing record, in- 
cluding a prefix header 500 (FIG. 5), and a record set 
information 600 (FIG. 6) as generated by the primary 
storage controller 405. Each self describing record is 
further journaled by the SDM 414 for each time inter- 
val so that each self describing record can be applied 
in time sequence for each time interval to the second- 
ary DASDs 41 6. 

Referring now to FIG. 5, the prefix header 500, 
which is inserted at the front of each record set, in- 
cludes a total data length 501 for describing the total 
length of the prefix header 500 and actual primary re- 
cord set information 600 that is transmitted to the 
SDM 414 for each record set. An operational time 
stamp 502 is a time stamp indicating a start time for 
the operational set that the PDM 404 is currently proc- 
essing. The operational time stamp 502 is generated 
by the PDM 404 (according to the sysplex timer 407) 
when performing a READ RECORD SET function to 
a set of the primary storage controllers 405. An I/O 
time 610 (FIG. 6) of the primary DASDs 406 write is 
unique for each primary storage controller 405 READ 
RECORD SET. The operational time stamp 502 is 
common across all storage controllers. A READ RE- 



CORD SET command is issued by the PDM 404 and 
can be predicated upon one of the following condi- 
tions: 

(1) Primary storage controller 405 attention inter- 
5 rupt based upon that primary storage controller 

predetermined threshold; 

(2) Primary processor 401 timer interrupt based 
upon a predetermined time interval; or 

(3) Record set information indicates additional in- 
to formation on outstanding record sets available 

but not yet read. 

Condition (2) uses a timer interval to control how 
far behind the secondary system 431 executes during 
periods of low activity. Condition (3) occurs when the 

15 PDM 404 fails to drain all record sets during a proc- 
essing interval which drives further activity for ensur- 
ing that the PDM 404 keeps up with primary storage 
controller 405 activity. 

A time interval group number 503 is supplied by 

20 the PDM 404 to identify a time interval (bounded by 
operational time stamp 502 and a records read time 
507) for which the current record sets belong (sets of 
records across all primary storage controllers 405 for 
a given time interval group form consistency groups). 

25 A sequence number within group 504 is a hardware 
provided identification (to the PDM 404) of a se- 
quence of application WRITE l/Os for primary storage 
controller 405 for each record set within a given time 
interval group 503. A primary SSID (substorage iden- 

30 tification) 505 uniquely identifies the specific pri- 
mary storage controller of the primary storage con- 
trollers 405 for each record set. A secondary target 
volume 506 is assigned by either the PDM 404 or the 
SDM 414 depending upon performance considera- 

35 tions. Arecords read time 507 supplies an operational 
time stamp that is common to all primary storage con- 
trollers 405 indicating an end time for the record set 
of the current interval. 

Referring now to FIG. 6, the record set informa- 

40 tion 600 is generated by the primary storage control- 
lers 405 and collected by the PDM 404. Update Spe- 
cific Information 601-610, includes a primary device 
unit address 601 of each record indicating the actual 
primary DASD 406 that the record update occurred 

45 on. A cylinder number/head number (CCHH) 602 in- 
dicates a location on primary DASD 406 for each re- 
cord update. Primary SSID 603, the primary storage 
controller session identifier is the same as primary 
SSID 505. Status flags 604 provide status informa- 

so tion regarding whether specific data records 620 fol- 
low. Sequence numbers 605 and 630 assign a num- 
ber to each record for indicating whether the entire re- 
cord set has been read (all data transferred to the 
PDM 404). Primary DASD write I/O type 606 is an op- 

55 eration indicator identifying the type of write opera- 
tion performed on each record, the operation indica- 
tors including: update write; format write; partial track 
records follow; full track data follows; erase command 
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performed; or write any performed. Search argument 

607 indicates initial positioning information for the 
first read record set data record 620. A sector number 

608 identifies that sector that the record was updated 
at Count field 609 describes a number of specific re- 
cord data fields 620 that follow. A host application 
time when the primary DASD 406 write update occur- 
red is recorded in time of updates 610. Specific re- 
cord data 620 provides a count/key/data (CKD) field 
of each record update. Lastly, the sequence number 
630 is compared to the sequence number 605 for in- 
dicating whether the entire read record set was trans- 
ferred to the PDM 404. 

The update records are handled in software 
groups called consistency groups so that the SDM 
414 can copy the record updates in the same order 
they were written at the primary DASDs 406. The in- 
formation used for creating the consistency groups 
(across all record sets collected from all storage con- 
trollers 405) includes the: operational time stamp 
502; time interval group number 503; sequence num- 
ber within group 504; primary controller SSI D 505; re- 
cords read time 507; primary device address 601 ; the 
primary SSID 603; and the status flags 604. The in- 
formation used for determining whether all records for 
a time interval group have been received for each 
storage controller 405 at the SDM 414 includes the: 
time interval group number 503; sequence number 
within group 504; physical controller ID 505; and the 
primary SSID 603. The information necessary to 
place record updates on the secondary DASDs 416 
equivalently to the primary DASDs 406 record up- 
dates with full recover possible includes the: second- 
ary target volume 506; CCHH 602; primary DASD 
write I/O type 606; search argument 607; sector num- 
ber 608; count 609; time of updates 61 0; and the spe- 
cific record data 620. 

FIGs 7 and 8 show a state table 700 and a master 
journal 800, respectively, for describing a current 
journal contents, which simplifies recovery time and 
journal transfer time. The state table 700 provides 
configuration information, collected by the either the 
PDM 404 or SDM 414, and includes primary storage 
controller session identifiers (SSID numbers) and the 
volumes therein, and the corresponding secondary 
storage controller session identifiers and the corre- 
sponding volumes. Thus the configuration informa- 
tion tracks which primary volumes 710 or primary 
DASD extents map to secondary volumes 711 or sec- 
ondary DASD extents. With a simple extension to the 
state table 700 indicating partial volume extents 712 
(CCHH to CCHH), partial volume remote copy can be 
accomplished using the same asynchronous remote 
copy methods described herein, but for a finer gran- 
ularity (track or extent) than full volume. 

The master journal 800 includes: consistency 
group number; location on journal volumes; and op- 
erational time stamp. The master journal 800 further 



maintains specific record updates as grouped in con- 
sistency groups. The state table 700 and master jour- 
nal 800 support disaster recovery, and hence must be 
able to operate in a stand-alone environment wherein 
5 the primary system 401 no longer exists. 

A time stamp control is placed at the front and 
back of each master journal 800 to ensure that the en- 
tire control entry was successfully written. The time 
stamp control is further written to the secondary 
10 DASDs 417. The control elements include dual en- 
tries (1 ) and (2), wherein one entry is always a current 
entry, for example: 

(1) Timestamp control I Control Info I Time- 
stamp Control 

15 (2) Timestamp Control | Control Info | Time- 
stamp Control. 

At any point in time either entry (1) or (2) is the 
current or valid entry, wherein a vatid entry is that en- 
try with equal timestamp controls at the front and 

20 back. Disaster recovery uses the valid entry with the 
latest timestamp to obtain control information. This 
control information, along with state information (en- 
vironmental information regarding storage control- 
lers, devices, and applied consistency groups), is 

25 used for determining what record updates have been 
applied to the secondary storage controllers 415. 

After all read record sets across all primary stor- 
age controllers 405 for a predetermined time interval 
are received at the secondary site 431, the SDM 414 

30 Interprets the received control information and ap- 
plies the received read record sets to the secondary 
DASDs 416 in groups of record updates such that the 
record updates are applied in the same sequence that 
those record updates were originally written on the 

35 primary DASDs 406. Thus, all primary application or- 
der (data integrity) consistency is maintained at the 
secondary site 431 . This process is hereinafter refer- 
red to as forming consistency groups. Forming con- 
sistency groups is based on the following assump- 

40 tions: (A) application writes that are independent can 
be performed in any order if they do not violate con- 
troller sequence order; (B) application writes that are 
dependent must be performed in timestamp order, 
hence an application cannot perform a dependent 

45 write number two before receiving control unit end, 
device end from write number one; and (C) a second 
write will always be either (1) in a same record set 
consistency group as a first write with a later time- 
stamp or (2) in a subsequent record set consistency 

so group. 

Referring to FIG. 9, an example of forming a con- 
sistency group (the consistency group could be 
formed at either the primary site 421 or secondary 
site 431), for example, for storage controllers SSID 1, 

55 SSID 2, and SSID 3 is shown (any number of storage 
controllers can be included but three are used in this 
example for clarity). Time intervals T1 , T2 and T3 are 
assumed to occur in ascending order. An operational 
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time stamp 502 of time interval T1 is established for 
storage controllers SSID 1, SSID 2 and SSID 3. The 
PDM 404 obtains record set data from storage con- 
troller SSlDs 1, 2, and 3 for time interval T1-T3. The 
record sets for SSIDs 1 , 2, and 3 for time interval T1 5 
are assigned to time interval group 1, G1 (time inter- 
val group number 503). The sequence number within 
group 504 is shown for each SSID 1 , 2, and 3, wherein 
SSID has three updates as 11:59. 12:00, and 12:01, 
SSID 2 has two updates at 12:00 and 12:02, and SSID 10 
3 has three updates at 11:58, 11:59, and 12:02. Re- 
cord sets of time intervals T2 and T3 are listed but ex- 
ample times of updates are not given for simplicity. 

Consistency group N can now be formed based 
upon the control information and record updates re- 15 
ceived at the secondary site 431. In order to ensure 
that no record update in time interval group number 
one is later than any record update of time interval 
group number two, a min-time is established which is 
equal to a the earliest read record set time of the last 20 
record updates for each storage controller SSID 1,2, 
and 3. In this example then, min-time is equal to 
12:01. Any record updates having a read record set 
time greater than or equal to min-time is included in 
the consistency group N + 1. If two record update 25 
times to a same volume were equal, though unlikely 
given sufficient resolution of the sysplex timer 407, 
the record update having the earlier sequence num- 
ber within the time interval group N is kept with that 
group for consistency group N. The record updates 30 
are now ordered based upon read record set times. 
Record updates having equal times will cause the re- 
cord update having the lower sequence number to be 
place before the later sequence numbered record up- 
date. Alternatively, record updates having equal time 35 
stamps, but to differing volumes, may be ordered ar- 
bitrarily as long as they are kept in the same consis- 
tency group. 

If a primary storage controller 405 fails to com- 
plete a response to a read record set during a sped- 40 
f ied time interval, then a consistency group cannot be 
formed until that primary storage controller 405 com- 
pletes. In the event that the primary storage controller 
405 fails to complete its operation, then a missing in- 
terrupt results causing a system missing interrupt 45 
handler to receive control and the operation will be 
terminated. On the other hand, if the primary storage 
controller 405 timely completes the operation then 
the I/O will be driven to completion and normal oper- 
ation will continue. Consistency group formation ex- so 
pects that write operations against the primary stor- 
age controllers 405 will have time stamps. Some pro- 
grams, however, will cause writes to be generated 
without time stamps, in which case the primary stor- 
age controller 405 will return zeros for the time 55 
stamp. Consistency group formation can bound those 
records without time stamps based upon the time- 
stamp that the data was read. If too many record up- 



dates without time stamps occur over a time interval 
such that the record updates are not easily bounded 
by consistency group times, then an error that the du- 
plex volumes are out of synchronization may result. 

FIGs 10 and 11 are flow diagrams presenting the 
method of forming consistency groups. Referring to 
FIG. 10, the process starts at step 1000 with the pri- 
mary site 421 establishing remote data shadowing to 
occur. At step 1010 all application I/O operations are 
time stamped using the sysplex timer 407 as a syn- 
chronization clock (FIG. 4), The PDM 404 starts a re- 
mote data shadowing session with each primary stor- 
age controller 405 at step 1020 which includes iden- 
tifying those primary volumes that will have data or 
records shadowed. Record set information 600 is 
trapped by the primary storage controllers 405 for 
each application WRITE I/O operation (see FIG. 6) by 
step 1030. 

Step 1 040 involves the PDM 404 reading the cap- 
tured record set information 600 from each primary 
storage controller 405 according to a prompt including 
an attention message, a predetermined timing inter- 
val, or a notification of more records to read as descri- 
bed earlier. When the PDM 404 begins reading record 
sets, at step 1050, the PDM 404 prefixes each record 
set with a prefix header 500 (see FIG. 5) for creating 
specific journal records (a journal record includes the 
prefix header 500 and the record set information 
600). The journal records contain the control informa- 
tion (and records) necessary for forming consistency 
groups at the secondary site 431 (or at the primary 
site 421). 

At step 1060 the PDM 404 transmits the gener- 
ated journal records to the SDM 414 via the commu- 
nications link 408 (or within the same data mover sys- 
tem if the consistency groups are formed therein). 
The SDM 414 uses the state table 700 at step 1070 
to gather the received record updates by group and 
sequence numbers for each time interval group and 
primary storage controller 405 established for the 
data shadowing session. The SDM 414 inspects the 
journal records at step 1 080 to determine whether all 
record information has been received for each time 
interval group. If the journal records are incomplete, 
then step 1085 causes the SDM 414 to notify, the 
PDM 404 to resend the required record sets. If the 
PDM 404 is unable to correctly resend, then the du- 
plex volume pair is failed. If the journal records are 
complete, then step 1090 is performed which encom- 
passes the SDM 414 forming the consistency groups. 

Referring to FIG. 11, steps 1100-1160 represent- 
ing step 1090 (FIG. 10) for forming consistency 
groups is shown. Consistency group formation starts 
at step 1100 wherein each software consistency 
group is written to an SDM 414 journal log ("hard- 
ened") on the secondary DASD 417 (FIG. 4). Step 
1110 performs a test for determining whether the time 
interval groups are complete, that is, each primary 
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storage controller 405 must have either presented at 
least one read record set buffer or have confirmation 
from the PDM 404 that no such record updates were 
placed in the record set buffer, and all read record set 
buffers with data (or null) must have been received by 
the S DM 414. If a time interval group is incomplete, 
then step 1110 retries reading the record sets from 
the primary storage controller 405 until the required 
data is received. If errors occur, a specific duplex vol- 
ume pair or pairs may be failed. Having received com- 
plete time interval groups, step 1120 determines a 
first consistency group journal record. The first (or 
current) consistency group journal record is that re- 
cord which contains the earliest operational time 
stamp 502 and the earliest time of update 610 of all 
records having equal operational time stamps 502. 

Step 1130 inspects the records contained in the 
current consistency group journal record to determine 
which record will be the last record to be included 
therein (some records will be dropped and included in 
the next consistency group journal record). The last 
record in the current consistency group journal record 
is determined as a minimum update time (m in-time) 
of the maximum update times for each primary stor- 
age controller 405 (that is, the last update of each pri- 
mary storage controller 405 is compared and only the 
earliest of these remains in the current consistency 
group journal record). 

Those remaining record updates in the current 
consistency group journal record are ordered accord- 
ing to time of update 610 and sequence number within 
group 504 by step 1140. A primary storage controller 
405 that had no record updates does not participate 
in the consistency group. At step 1150, the remaining 
record updates of the current consistency group (hav- 
ing update times later than min-time) are passed to 
the next consistency group. Each sequence number 
within a group 504 should end with a null buffer indi- 
cating that all read record sets have been read for that 
operational time interval. If the null buffer is absent, 
then the step 1120 of defining the last record in the 
current software consistency group, coupled with the 
records read time 507 and time of update 610 can be 
used to determine the proper order of the application 
WRITE I/O operations across the primary storage 
controllers 405. 

Step 1160 represents a back-end of the remote 
data shadowing process wherein specific write up- 
dates are applied to secondary DASDs 416 under full 
disaster recovery constraint. If when writing the up- 
dates to the secondary DASDs 416 an I/O error oc- 
curs, or the entire secondary site 431 goes down and 
is re-initialized, then the entire consistency group that 
was in the process of being written can be re-applied 
from the start. This permits the remote shadowing to 
occur without having to track which secondary 
DASDs 416 l/Os have occurred, which l/Os have not 
occurred, and which l/Os were in process, etc. 



A key component of step 1160 is that the PDM 
414 causes the records to be written efficiently to the 
secondary DASDs 41 6 so that the secondary site 431 
can keep pace with the primary site 421 . The requisite 

5 efficiency is accomplished, in part, by concurrently 
executing multiple I/O operations to different second- 
ary DASDs 416. Serially writing one secondary 
DASD 416 at a time would cause the secondary site 
431 to fall to far behind the primary site 421 . Yet more 

10 efficiency is gained at the secondary site 431 by writ- 
ing the records for each consistency group destined 
for a single secondary device via a single channel 
command word (CCW) chain. Within each single 
CCW chain, the I/O operations therein can be further 

15 optimized as long as those I/O operations to each 
secondary DASD 416 data track are maintained in 
the order of occurrence on the primary volumes. 

Optimizing secondary I/O operations for specific 
consistency groups and within single CCW chains is 

20 based in part upon the pattern of primary write I/O op- 
erations, and in part upon the physical characteristics 
of the secondary DASDs 416. Optimization may vary 
somewhat depending upon whether secondary 
DASD 415 is count/key/data (CKD), extended 

25 count/key/data (ECKD), fixed block architecture 
(FBA), etc. Consequently, a number of WRITE l/Os 
(m) to a primary DASD 406 volume during a given 
time interval can be reduced to a single START I/O 
operation to a secondary DASD 41 6 volume. This op- 

30 timization of the number of START l/Os to the second- 
ary storage controllers 415 of m:1 can allow the sec- 
ondary DASDs 41 6 to catch up with and thereby clos- 
er shadow the record updates at the primary site 421. 
A key to successful remote data shadowing, and 

35 hence secondary I/O optimization, is minimizing un- 
recoverable errors in any of the concurrent multiple 
I/O operations to secondary DASDs 41 6 so that con- 
sistent copies are available for recovery. A failure in 
a given secondary write could permit a later depend- 

40 ent write to be recorded without the conditioning write 
(e.g., a tog entry indicating that a data base record 
has been updated when in reality the actual update 
write for the data base had failed violates the se- 
quence integrity of the secondary DASD 416 copy). 

45 A failed secondary 416 copy is unusable for ap- 
plication recovery until that failure to update has been 
recovered. The failed update could be corrected by 
having the SDM 414 request a current copy from the 
PDM 404. In the mean time the secondary data copy 

50 is inconsistent and hence unusable until the PDM 404 
responds with the current update and all other previ- 
ous updates are processed by the PDM 414. The time 
required to recover the failed update typically pres- 
ents an un acceptably long window of non-recovery 

55 for adequate disaster recovery protection. 

Effective secondary site 431 I/O optimization is 
realized by inspecting the data record sets to be writ- 
ten for a given consistency group and building chains 
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based upon rules of the particular secondary DASD 
416 architecture, for example, an ECKD architecture. 
The optimization technique disclosed herein simpli- 
fies recovery from I/O errors such that when applying 
a consistency group, if an I/O error occurs, the CCW 
chain can be re-executed, or in the event of a second- 
ary initial program load (IPL) recovery, the entire con- 
sistency group can be re-applied without data loss. 

FIG. 12 summarizes full consistency group re- 
covery (FCGR) rules for building CCW chains for all 
WRITE I/O combinations for an ECKD architecture, 
wherein CCHHR record format is used (cylinder num- 
ber, head number, record number). FIG. 12 is created 
by inspecting each possible combination of WRITE 
I/O operations to a DASD track within a consistency 
group's scope. The FCGR rules of FIG. 12, described 
in FIG. 13, are then followed to govern data place- 
ment (secondary DASD 416 I/O write CCW chains) 
for yielding full recovery for an error in applying a con- 
sistency group. The FCGR rules depicted in FIG. 12 
would be extended appropriately as new WRITE I/O 
operations are added. These rules can exist in hard- 
ware or software at the secondary site 431. The 
FCGR rules advantageously reduces READ record 
set to a same DASD track analysis to an inspection 
of the primary DASD 406 WRITE I/O type, search ar- 
gument, and count and key fields. 

If a DASD track is written without inspecting the 
consistency group write operations as shown in FIG. 
12, then previously written data records potentially 
cannot be re-written. For example, assume that a 
chain includes: 

WRITE UPDATE to record five; and 
FORMAT WRITE to record one, 
wherein record one and record five occur on the same 
DASD track with record one preceding record five. 
Record five is updated by an UPDATE WRITE CCW 
and the FORMAT WRITE I/O CCW updates record 
one erasing a remainder of the track thus deleting re- 
cord five. If this, chain had to be re-executed, the LO- 
CATE RECORD CCW that will position to the begin- 
ning of record five will no longer have a positioning 
point (record five no longer exists), and the chain is 
not fully recoverable from the beginning. Since the 
write operations have already been successful at the 
primary site 421, always being able to apply an entire 
consistency group on the secondary DASD 416 is re- 
quired to maintain data consistency and integrity. 

FIG. 14, steps 1410 through 1470, provides more 
detail as to the process represented by step 1160 of 
FIG. 11, and using the FCGR rules defined in FIG. 12. 
At step 141 0 the SDM 414 divides the records of the 
current consistency group into two categories. A first 
category includes I/O orders directed to a same sec- 
ondary DASD volume, and a second category in- 
cludes I/O orders those records in the first category 
that are directed to a same CCHH (i.e., records being 
updated to a same DASD track). 



Having categorized the records of the current 
consistency group, step 1420 conforms application 
WRITE l/Os and SDM 414 WRITE l/Os to the archi- 
tecture of the secondary DASDs 416, for example, to 

5 ECKD architecture FCGR rules (see FIG. 12) for iden- 
tifying data placement on a track and track/record ad- 
dressing. The SDM 414 groups secondary DASD 
WRITE I/O operations to the same volumes into sin- 
gle I/O CCW chains at step 1430. Step 1440 involves 

10 moving the head disk assembly (HDA) of each sec- 
ondary DASD 416 according to search arguments 
and specific record data (CKD fields) for the actual 
secondary DASD 416 writes. 

Step 1450 compares READ SET BUFFERS one 

15 and two for records making up the second categories 
(there typically will be a plurality of second categor- 
ies, one for each track receiving records), using the 
FCGR rules of FIG. 1 2 for determining whether a sub- 
sequent write operation invalidates a previous write 

20 operation or DASD search argument (portioning at a 
record that is now erased, etc.). Following the FCGR 
rules ensures that the SDM 414 can re-write an entire 
consistency group, in the event of an error, without re- 
receiving record updates from the primary site 421. 

25 After the SDM 414 applies the current consistency 
group to the secondary DASD 416, step 1460 up- 
dates the state table (FIG. 7) and the master journal 
(FIG. 8). 

The remote copy process continues in real time 
30 as step 1470 gets a next consistency group (which 
becomes the current consistency group) and returns 
processing to step 1410. The remote copy process 
will stop if the primary site 421 to secondary site 431 
communication terminates. The communication may 
35 terminate if volume pairs are deleted from the proc- 
ess by the PDM 404, the primary site is destroyed 
(disaster occurs), an orderly shutdown is performed, 
or a specific takeover action occurs at the secondary 
site 431. Consistency groups journaled on the sec- 
40 ondary site 431 can be applied to the secondary 
DASD 4 1 6 during a takeover operation. The only data 
lost is that data captured by the primary site 421 that 
has not been completely received by the SDM 414. 
In summary, synchronous and asynchronous re- 
45 mote data duplexing systems have been described. 
The synchronous remote data duplexing system pro- 
vides storage based, real time disaster recovery ca- 
pabilities, wherein the remote data duplexing system 
includes a primary site and a secondary site. The see- 
so ondary site synchronously receives write I/O updates 
from the primary site for data shadowing, while the 
secondary site is located several kilometers remote 
from the primary site such that in the event that a dis- 
aster disables the primary site, the secondary site 
55 can provide real time data availability. A primary 
processor at the primary site supports a plurality of 
applications, wherein the plurality of applications 
cause the write I/O updates. A plurality of primary 
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storage controllers receive the write I/O updates and 
cause the write I/O updates to be written to a plurality 
of primary storage devices. A secondary processor at 
the secondary site is coupled to the primary proces- 
sor by a data link, and a plurality of secondary storage 5 
controllers at the secondary site, are coupled to the 
secondary processor and further coupled to the plur- 
ality of primary storage controllers via a plurality of 
fiber optic links, the plurality of secondary storage 
controllers providing a storage based duplex pair for 10 
shadowing the write I/O updates. A plurality of sec- 
ondary storage devices receive the write I/O updates 
from the plurality of secondary storage controllers in 
the order received from the plurality of primary stor- 
age controllers. 15 

An I/O and error recovery program in the primary 
processor communicates with the plurality of second- 
ary storage controllers, the I/O and error recovery 
program taking control over from said plurality of ap- 
plications in the event that a failed duplex occurs, the 20 
I/O and error recovery program providing a failed du- 
plex message to the primary processor and plurality 
of secondary storage controllers regarding the nature 
of the failed duplex while providing error recovery. 
The I/O and error recovery program prevents further 25 
I/O write updates while providing a status to primary 
and secondary processors in the event error recovery 
was unsuccessful. 

While the invention has been particularly shown 
and described with reference to preferred embodi- 
ments thereof, it will be understood by those skilled 
in the art that various changes in form and details may 
be made therein without departing from the spirit and 
scope of the invention. For example, the communica- 
tion links between primary and secondary proces- 35 
sors and between primary and secondary storage 
controllers may vary. For example, distances sepa- 
rating the primary and secondary sites in synchron- 
ous remote duplexing mode may increase with im- 
proved communication links in future embodiments 40 
of the invention without departing from the teachings 
herein. 



Claims 45 



owing the I/O write updates and said secondary 
storage subsystem communicating with the I/O 
ERP; said method comprising steps of: 

(a) sending the I/O write updates from said 
primary storage subsystem to said secondary 
storage subsystem; 

(b) determining whether a duplex pair is es- 
tablished between said primary and second- 
ary storage subsystems; 

(c) reporting a failed duplex pair from the pri- 
mary storage subsystem to the primary proc- 
essor; 

(d) transferring primary processor control 
from the at least one application to the I/O 
ERP when failed duplex occurs; 

(e) determining a cause of the failed duplex; 
and 

(f) sending a failed duplex message, from the 
I/O ERP to the secondary storage subsystem. 

2. The method as claimed in claim 1 wherein said 
primary storage subsystem continues to write up- 
dates when the duplex pair status is established 
or recovered. 



3. The method as claimed in claim 1 or claim 2 
wherein step (c) includes said primary storage 
subsystem reporting an I/O status channel 
end/device end/unit check to said primary proc- 

30 essor when reporting a failed duplex pair. 

4. The method as claimed in any preceding claim 
wherein step (d) includes the I/O ERP issuing a 
sense I/O to the primary storage subsystem. 



The method as claimed in any preceding claim 
further comprising a step (g) for performing error 
recovery by the I/O ERP and maintaining data in- 
tegrity at the secondary site in the event of a 
failed duplex. 

The method as claimed in claim 5 further com- 
prising a step (h) for returning control from the I/O 
ERP to the at least one application after the error 
recovery successfully completes. 



1 . A method for providing synchronous remote data 
shadowing in a remote data duplexing system 
wherein a primary site of said system includes a 
primary processor coupled to a primary storage 
subsystem, said primary processor running at 
least one application therein causing I/O write up- 
dates to the primary storage subsystem, said pri- 
mary processor further having an I/O error recov- 
ery program (I/O ERP) running therein, a second- 
ary site of said system includes a secondary 
processor coupled to a secondary storage sub- 
system, said secondary site synchronously shad- 



7. The method as claimed in claim 6 further com- 
prising a step (i) for sending a failed synchronous 
remote copy message, via the I/O ERP, to the 

so secondary site if the error recovery was unable 

to complete successfully. 

8. The method as claimed in claim 7 wherein the 
step (i) further prevents subsequent I/O writes to 

55 the primary storage subsystem. 

9. The method as claimed in any of claims 5 to 8 
wherein communication for the error recovery oc- 
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curs between the primary processor and the sec- 
ondary processor. 

10. The method as claimed in any of claims 5 to 8 
wherein communication for the error recovery oc- 
curs between the primary storage subsystem 
and the secondary storage subsystem. 

11. Aremote data duplexing system having a primary 
site and a remote secondary site comprising: 

a primary processor (1 ) at the primary site 
running at least one application generating write 
I/O updates; 

a primary storage subsystem (3, 4) for re- 
ceiving and storing the write I/O updates; 

a secondary processor (5) at the second- 
ary site coupled to the primary processor by a 
data link (11); 

a secondary storage subsystem (6, 7) at 
the secondary site, coupled to the secondary 
processor and further coupled to the primary 
storage subsystem via communication links (8), 
the secondary storage subsystem providing a 
storage based duplex pair for back-up of the write 
I/O updates wherein the write I/O updates are 
written to the secondary storage subsystem in 
the specific synchronous order received; and 

error recovery means associated with the 
primary processor and coupled to the secondary 
storage subsystem for providing error recovery if 
a failed duplex occurs. 

12. The remote data duplexing system as claimed in 
claim 11 wherein the error recovery means re- 
ports a failed duplex mode to both the primary 
processor and secondary site. 

13. The remote data duplexing system as claimed in 
claim 11 or claim 12 wherein the error recovery 
means is operable to quiesce the application run- 
ning on the primary processor while determining 
a cause of the failed duplex. 

14. The remote data duplexing system as claimed in 
any of claims 1 1 to 1 3 wherein the error recovery 
means is operable to issue a sense I/O to the pri- 
mary storage subsystem. 

15. The remote data duplexing system as claimed in 
claim 14 wherein the error recovery means re- 
turns control back to the application running on 
the primary processor after error recovery 
means completes error recovery and duplex 
mode is re-established. 

16. The remote data duplexing system as claimed in 
claim 15 wherein the error recovery means pre- 
vents further primary secondary storage subsys- 
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tern write I/O updates if the error recovery means 
is unable to successfully complete error recov- 
ery. 

17. The remote data duplexing system as claimed in 
any of claims 11 to 16 further comprising: 

a primary console (18) coupled to the pri- 
mary processor for receiving error messages 
from the error recovery means; and 

a secondary console (19) coupled to the 
secondary processor for receiving the error mes- 
sages from the error recovery means. 

18. The remote data duplexing system according as 
claimed in any of claims 11 to 17 wherein the pri- 
mary and secondary storage subsystems each 
include a plurality of storage controllers. 

19. The remote data duplexing system as claimed in 
any of claims 11 to 18 wherein the communica- 
tions link includes a plurality of enterprise sys- 
tems connections (ESCON) links. 
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B • IF #1 'S SEARCH ARQ IS HIGHER THAN THE SEARCH ARG FOR #2, 
THEN THROW #1 , ELSE DO BOTH. 

C - IF #1 'S RECORD IS EQUAL TO OR HIGHER THAN THE FIRST RECORD 
IN #2, THEN THROW #1, ELSE DO BOTH. 

D - IF #2 IS UPDATING RO, THEN DO BOTH, ELSE ERROR. 

E - ERROR (SHOULD NEVER HAPPEN). 

E*- ERROR IF #1 AND #2 ARE THE SAME RECORD. (SHOULD 
NEVER HAPPEN WITHOUT A FORMAT WRITE IN BETWEEN). 

F - IF FiRST RECORD IN #2 IS R1 , THEN WRITE BOTH, ELSE ERROR. 

G -IF #rS SEARCH ARG IS EQUAL TO OR HIGHER THAN THE 
SEARCH ARG FOR #2, THEN THROW #1 , ELSE ERROR. 

H -IF #1 *S SEARCH ARG IS HIGHER THAN THE LAST RECORD 
FOR #2. THEN THROW #1. ELSE IF #2'S SEARCH ARG IS 
HIGHER THAN THE LAST RECORD IN #1 , THEN ERROR, ELSE 
WRITE BOTH. 



TO OPTIMIZE FURTHER, CAN DO THE FOLLOWING- INSTEAD: 

IF (1 'S SEARCH IS EQUAL TO OR HIGHER THAN THE LAST RECORD 
IN #2) OR (THE LAST RECORD IN #1 IS EQUAL TO OR 
HIGHER THAN THE LAST RECORD IN #2) AND (2'S SEARCH 
IS LESS THAN OR EQUAL TO THE LAST RECORD IN #1) 
THEN THROW 1 

ELSE IF (#2'S SEARCH ARQ IS HIGHER THAN THE LAST RECORD 
IN #1) 

THEN ERROR 
ELSE WRITE BOTH 

I I 

I I 

I I 

I I 
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J - IF #2'S RECORD (OR SEARCH) IS HIGHER THAN THE LAST RECORD IN 
#1, THEN ERROR, ELSE WRITE BOTH. 

K -IF #2'S RECORD (OR SEARCH) IS HIGHER THAN #VS SEARCH, THEN 
ERROR, ELSE WRITE BOTH. 

L -IF #1'S SEARCH ARG IS EQUAL TO OR HIGHER THAN #2'S SEARCH 
ARG THEN EITHER WRITE BOTH OR OK TO THROW #1 , ELSE ERROR. 

M -IF (#1 'S SEARCH ARG IS EQUAL TO OR HIGHER THAN #2'S SEARCH 
ARG) THEN THROW 1 

ELSE IF (#2*S SEARCH ARG IS HIGHER THAN THE LAST RECORD IN #1) 
THEN ERROR 
ELSE WRITE BOTH. 

N -IF #2'S SEARCH ARG IS HIGHER THAN THE LAST RECORD IN #1 , 
THEN ERROR, ELSE WRITE BOTH. 

R -OK TO THROW #1. 
T -MUST THROW 1. 
W -WRITE BOTH. 

WMF #1 AND #2 HAVE THE SAME RECORDS, THEN THROW #1 , ELSE 
DO BOTH OR MERGE RECORDS AND DO ONE WRITE. 



FIG. 13B 
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